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1.Introduction

Poles APart AP has robust processes in place to ensure the online safety of students, staff,
volunteers, and visitors. The Directors and Designated Safeguarding Leads (DSLs) deliver an
effective approach to online safety, which empowers us to protect and educate the whole
community in the use of technology. We have established clear mechanisms to identify,
intervene, and escalate an incident where appropriate.

Poles APart is committed to safeguarding and promoting the welfare of all members of the
provision community. With the growth of digital technology and online access, both in and
outside of the provision, there is a recognised need to ensure that technology is used
responsibly, respectfully, and safely.
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Online safety is an integral part of safeguarding and is considered within the provision’s
wider safeguarding culture rather than as a separate technology issue. Poles APart
recognises the four broad areas of online risk identified in KCSIE: content, contact, conduct
and commerce, and recognises that risks can overlap between online and offline
environments.

Poles APart also recognises that generative Al can create new safeguarding, data protection
and misinformation risks. Any use of Al within the provision must be authorised, age-
appropriate, supervised where required and consistent with safeguarding, confidentiality,
data protection and acceptable-use expectations.

This policy sets out:

o Expectations for the use of Poles APart ICT systems, internet, and devices.

¢ Our approach to educating students, staff, and parents/carers about online safety.

¢ How we respond to incidents of misuse, including cyberbullying, online
harassment, exploitation, and radicalisation.

e Our responsibility to ensure compliance with statutory requirements and current
guidance, including Keeping Children Safe in Education (KCSIE) 2026 (from 1
September 2026), the Prevent Duty guidance, UK GDPR, the Data Protection Act
2018, the Data (Use and Access) Act 2025 where applicable, and relevant
Department for Education digital and technology standards.

2. Responsibility
The DSL and Area Manager
The DSL and Area Manager have lead responsibility for online safety, including:

The DSL has lead safeguarding responsibility for online safety and for safeguarding
concerns identified through filtering and monitoring. Directors retain strategic oversight and
must be assured that appropriate arrangements are in place. Senior leaders, the DSL and IT
support, will work together so that safeguarding and technical responsibilities are clearly
assigned.



e Supporting Directors in ensuring staff understand and implement this policy.

e Addressing any online safety incidents or concerns in partnership with staff.

¢ Logging and escalating all incidents appropriately in line with safeguarding
procedures.

e Ensuring that cyberbullying incidents are managed consistently under the Behaviour
Support Policy.

¢ Delivering staff training and ensuring regular updates.

¢ Liaising with external agencies (e.g. police, social care, Prevent team, Child
Exploitation and Online Protection Centre (CEOP)) where required.

e Providing regular reports to Directors on online safety trends, risks, and incidents.

The Data Protection Officer (DPO)

The DPO, working with senior leaders, the DSL and IT support, supports the organisation to
ensure that personal data and ICT systems are managed securely and lawfully. Safeguarding
responsibility for online safety and filtering and monitoring remains with the DSL and senior
leadership; technical responsibilities may be delivered by internal or third-party IT support.
This includes:

* Ensuring appropriate filtering and monitoring arrangements are in place across Poles
APart-managed devices, services and sites to reduce access to illegal, inappropriate and
potentially harmful content, including terrorist and extremist material and relevant Al-
generated content.



¢ Filtering and monitoring systems to protect students from harmful and inappropriate
content, including terrorist and extremist material.

e Regularly updating protections against viruses, malware, and phishing.

e Conducting security checks of ICT systems and networks.

e Blocking access to inappropriate or harmful sites and restricting downloads of unsafe
files.

Staff and Volunteers
All staff, including contractors, agency staff, and volunteers, are expected to:

Read, understand, and follow this policy.

Model safe, responsible online behaviour for students.

Implement acceptable use agreements and support students to comply.
Report online safety concerns or incidents immediately to the DSL.
Manage cyberbullying and harmful behaviours in line with behaviour and
safeguarding policies.

Parents and Carers
Parents and carers are expected to:

e Support their child in following the provision’s acceptable use rules.
e Report online safety concerns to the provision.
e Access support from trusted organisations such as:

o UK Safer Internet Centre

o Childnet International

Visitors

Visitors who use Poles APart ICT systems or internet will be made aware of this policy and
may be required to agree to the acceptable use terms.

3. Educating Students About Online Safety

Students are taught about online safety as part of their PSHE curriculum and in day-to-day
practice. Teaching will cover:

Online safety education will be adapted to students’ age, developmental stage, SEND,
communication needs, vulnerabilities, and individual risk profiles. Learning will be revisited
regularly and may be delivered through PSHE/RSHE, key-work, targeted intervention,
curriculum activity, and teachable moments.


https://www.saferinternet.org.uk/advice-centre/parents-and-carers
http://www.childnet.com/parents-and-carers

Safe, respectful, and responsible use of technology.

Protecting personal information and online identity.

Identifying acceptable and unacceptable behaviours online.

Recognising inappropriate content, contact, and conduct — and knowing how to

report concerns.

Understanding digital footprints, online reputation, and long-term impacts.

e Safe, responsible and age-appropriate use of social media, gaming, generative
artificial intelligence (Al), Al chatbots and other emerging technologies, including
understanding that Al-generated information may be inaccurate, biased, manipulated
or inappropriate.

e The risks of online exploitation, grooming, radicalisation, and exposure to
harmful content.

e How to access help, including the DSL, CEOP, Childline, and Report Harmful

Content.

4. Educating Parents About Online Safety

Poles APart will raise parents’ awareness of internet safety in newsletters or other
communications home, and in information via our website. This policy will also be shared
with parents.

If parents have any queries or concerns in relation to online safety, these should be raised in
the first instance with the directors and/or the DSL.

Concerns or queries about this policy can be raised with any member of staff or the
directors.

5. Cyberbullying

Cyberbullying takes place online, such as through social networking sites, messaging apps
or gaming sites. Like other forms of bullying, it is the repetitive, intentional harming of one
person or group by another person or group, where the relationship involves an imbalance of
power. Details can be found in our Behaviour Support Policy.

6. Acceptable Use of the Internet in the Provision

All students, parents, staff, volunteers and Directors are expected to sign an agreement
regarding the acceptable use of the provision’s ICT systems and the Internet. Visitors will be
expected to read and agree to the provision’s terms on acceptable use if relevant.

Use of Poles APart internet and ICT systems must be for authorised educational,
safeguarding, operational or professional purposes. Filtering and monitoring arrangements
will be applied proportionately to Poles APart-managed systems and devices. Users must be
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informed that filtering and monitoring are in place. Monitoring is a safeguarding measure and
does not remove the responsibility of staff to supervise students appropriately when
technology is being used.

7. Students Using Mobile Devices in the Provision

e Students are discouraged from using personal phones during learning sessions.

o Phones may be used only in designated times.

o Where mobile phones or other personal connected devices are permitted, use
remains subject to staff direction, individual risk assessment and the Mobile
Phone/Personal Devices Policy. This includes smart watches, smart glasses,
wearable or recording devices and other technology capable of connecting to the
internet, capturing images/audio/video, messaging or sharing content. Devices must
not be used to record students or staff without explicit authorisation.

o Breaches of acceptable use may result in sanctions under the Behaviour Support
Policy.

e Poles APart cannot accept responsibility for loss, theft, or damage to personal
devices.

8. Staff Using Work Devices Outside of Work Hours

Staff members using a work device outside the provision must not install any unauthorised
software on the device and must not use the device in any way which would violate Poles
APart terms of acceptable use.

Staff must ensure that their work device is secure and password-protected and that they do
not share their password with others. They must take all reasonable steps to ensure the
security of their work device when using it outside the provision. Any USB devices
containing data relating to Poles APart must be encrypted. If staff have any concerns over
the security of their device, they must seek advice from the Data Protection Officer (DPO).
Work devices must be used solely for work activities.

9. Staff Using Personal Devices During Working Hours

When on provision premises, staff are prohibited from using their mobile phones for personal
use when in contact with students and should reserve the use of phones until scheduled
break times or after the working day. Managers and other identified staff may be required to
have access to their phone throughout the day to support the running of the centre’s and
other identified reasons. Staff are able to access their phones if it has been agreed by their
manager in the event of a personal or family emergency. Under no circumstances should
personal mobile phones be given to students for their use, e.g. to make an emergency phone
call. In these circumstances, students should be referred to the centre manager.

Poles Apart staff are expected to have access to work mobile phones when off site with
students for any emergency or safeguarding requirements, however it is expected that this
will be a Poles APart phone. If this is not possible staff would be required to agree with their



centre manager that they would need to be contacted through their own personal mobile
number.

Staff are required to read the mobile phone policy before working with students. This policy
will provide further details relating to the use of personal devices.

10. Staff to Use Own Devices to Complete Work Tasks

Staff are required to utilise Poles APart equipment, including computers, laptops, and
Chromebooks, for all necessary documentation such as learning journals, reports, or
safeguarding write-ups. The use of any personal devices for these tasks necessitates prior
approval from the directors, area manager, or centre manager.

Staff must not enter identifiable or confidential student, family, safeguarding, health, HR or
organisational information into public or unauthorised Al tools. Al-generated content used for
professional purposes must be checked by a competent member of staff for accuracy, bias,
safeguarding implications and suitability before it is relied upon, shared or placed on a
student record.

11. Digital Cameras

The use of digital cameras is restricted to staff members or students under staff supervision.
These cameras, provided by Poles APart, must remain on the premises at the close of each
day. The Central Manager will clear memory cards weekly. When capturing images, staff
must adhere to the personal device policy and utilize a Poles APart digital camera or a work-
issued mobile phone. All photographs are to be uploaded to the designated folder and
subsequently deleted from the device.

12. Photo Permissions

Staff may utilise photographs of students for various purposes, including evidence of work,
inclusion in learning journals, and for Poles APart AP's social media platforms; however, this
will necessitate signed authorisation from legal guardians and phtos must be taken on Poles
APart devices.

13. Games Consoles & Other Electronic Technology

The bringing or use of personal game consoles within the provision is strictly prohibited, and
Poles APart disclaims all responsibility for their loss or theft. Parents and carers are strongly
advised to discourage their children from bringing such items onto the premises. Staff
members are also discouraged from bringing personal technological equipment to the
provision.
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e The use of these modern technologies can expose young individuals to various risks
both within and outside the provision. Some of the potential dangers include:

These risks also apply to Al-enabled services and connected devices. They may include
deepfakes or manipulated media, sexualised or abusive Al-generated imagery,
impersonation, misinformation, harmful chatbot interactions, scams, automated grooming or
exploitation, and attempts to bypass filtering through VPNs, proxy services or other
technologies.

e Access to illegal, harmful, or inappropriate images or other content.

e Unauthorised access to, loss of, or sharing of personal information.

e The risk of being subjected to grooming by individuals with whom they make contact
on the Internet.

e The risk of radicalisation.

The sharing or distribution of personal images without an individual's consent or

knowledge.

Inappropriate communication or contact with others, including strangers.

Cyber-bullying.

Access to unsuitable video or Internet games.

An inability to evaluate the quality, accuracy, and relevance of information available

on the Internet.

Plagiarism and copyright infringement.

¢ lllegal downloading of music or video files.

e The potential for excessive use, which may negatively impact the social and
emotional development and learning of the young person.

14. How Poles APart Will Respond to Issues of Misuse

Any e-safety incidents must be reported immediately to the directors (for staff members) or
the Designated Safeguarding Lead (for students) for further investigation, adhering to e-
safety and safeguarding policies and guidance.

Misuse of the provision’s ICT systems or the internet by a student will result in procedures
outlined in the Behaviour Support Policy being followed. The response will be contingent
upon the specific circumstances, nature, and severity of the incident, and will be
proportionate.

Should a staff member misuse the provision’s ICT systems or the internet, or misuse a
personal device in a manner constituting misconduct, the matter will be addressed in
accordance with the staff disciplinary procedures. The action taken will depend on the
individual circumstances, nature, and seriousness of the specific incident.

Poles APart will evaluate whether incidents involving illegal activity or content, or other
serious incidents, warrant reporting to the police.



Poles APart uses filtering and monitoring arrangements designed to reduce access to illegal,
inappropriate and potentially harmful content. No filtering system can be guaranteed to be
100% effective; therefore, technical controls operate alongside staff supervision,
safeguarding practice, and education. Filtering and monitoring arrangements must reflect the
risk profile of Poles APart students and the technology in use, including real-time, dynamic,
personalised and Al-generated content where relevant. High-risk safeguarding alerts must
be acted promptly, and concerns must be reported to the DSL. Technical failures, over-
blocking, under-blocking, or access to unsuitable content must be reported promptly to the
appropriate manager/IT support so that action can be taken.

15. Training
All new staff members will receive training, as part of their induction, on safe internet use and
online safeguarding issues including cyber-bullying and the risks of online radicalisation.

Training will also cover staff responsibilities for filtering and monitoring, reporting technical or
safeguarding concerns, safe and appropriate use of generative Al, emerging online harms
and the interaction between online safety, data protection and safeguarding.

¢ Online e-safety training is available online for staff. An audit of the e-safety training
needs of all staff will be carried out regularly.

All staff members will receive refresher training at least once each academic year as
part of safeguarding training, as well as regular relevant updates as required (for
example through emails, e-bulletins and staff meetings).

e The DSL and deputies will undertake child protection and safeguarding training,
which will include online safety, at least every 2 years. They will also update their
knowledge and skills on the subject of online safety at regular intervals, and at least
annually.

e The directors will receive training on safe internet use and online safeguarding issues
as part of their safeguarding training.

e Volunteers will receive appropriate training and updates, if applicable. More
information about safeguarding training is set out in our Safeguarding and Child
Protection Policy.

16. Monitoring Arrangements
The DSL maintains records of all online safety concerns and incidents.

¢ Filtering and monitoring reports and safeguarding alerts are reviewed by appropriate
staff, with high-risk concerns escalated promptly to the DSL. The effectiveness of
filtering and monitoring provision will be formally reviewed at least annually by senior
leadership, the DSL and IT support, with Director oversight, and additionally following
significant safeguarding risks, changes in working practice, major system changes or
the introduction of new technology such as generative Al.

e This policy will be reviewed annually, or sooner in response to significant changes in
statutory guidance, technology, or incidents.



The review will take account of KCSIE, the DfE filtering and monitoring standards, the
organisation’s student risk profile, safeguarding incidents and trends, technology changes,
BYOD/personal-device arrangements, and the use or proposed use of generative Al.
Outcomes and required actions will be recorded.

17. Key Online Safety Resources and Reporting Tools

Poles APart signposts staff, students, and parents/carers to trusted resources for further
support and guidance on keeping safe online.

Reporting Concerns

e Child Exploitation and Online Protection Centre (CEOP):
Report concerns about online grooming, sexual exploitation, or abuse.
www.ceop.police.uk
e Report Harmful Content (RHC):
Report legal but harmful online content, including bullying, impersonation, or self-
harm content.
www.reportharmfulcontent.com
o National Crime Agency (NCA):
For serious online crime concerns.
www.nationalcrimeagency.gov.uk
o Prevent Duty Support:
For concerns about online radicalisation or extremist content.
www.gov.uk/prevent

Support for Children and Young People

1. Childline: Free, confidential support for children and young people.
Q, 0800 1111 | www.childline.org.uk
2. Young Minds: Mental health support, including online wellbeing.
www.youngminds.org.uk
3. Thinkuknow (by CEOP): Education and advice for children, parents, and
professionals.
www.thinkuknow.co.uk

Support for Parents and Carers

o UK Safer Internet Centre: Guidance for parents and carers on online risks.
www.saferinternet.org.uk/parents

¢ Childnet International: Advice and practical guides for families.
www.childnet.com/parents-and-carers

¢ NSPCC Online Safety Hub: Advice and reporting tools for parents.
www.nspcc.org.uk/onlinesafety



https://www.ceop.police.uk/
https://www.reportharmfulcontent.com/
https://www.nationalcrimeagency.gov.uk/
https://www.gov.uk/prevent
https://www.childline.org.uk/
https://www.youngminds.org.uk/
https://www.thinkuknow.co.uk/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
http://www.childnet.com/parents-and-carers
https://www.nspcc.org.uk/onlinesafety

Professional Guidance

o Keeping Children Safe in Education (KCSIE) 2026: Statutory safeguarding guidance,
coming into force on 1 September 2026.
e KCSIE 2026 (DfE)

¢ DfE Guidance: Teaching Online Safety in Schools:
Teaching Online Safety in Schools

18. Review

This policy will be reviewed annually, or sooner if legislation or guidance changes.

Designated Persons: Designated Safeguarding Lead & Health and Safety Manager

Next

Review Date Name Actions .
Review

Review of policy completed,
11/09/23 James Phillpotts updates completed where 11/09/24
deemed necessary.

Review of policy completed,
10/06/24 James Phillpotts updates completed where

deemed necessary. 10/06/25

Review of policy- Updated

KCISE 2025, Included

27/08/2 in Chappl 27/08/2
/08/25 Jasmin Chapple Appendix, updated the wording /08/26

of the policy.

Policy reviewed and updated
for KCSIE 2026, DfE 2026
27/08/26 Jasmin Chapple filtering and monitoring 27/08/26
standards, generative Al and
emerging online harms,




personal/connected devices,
staff Al/data expectations, and
strengthened monitoring
governance.

19.Supporting Documents

Acceptable use of the Poles APart AP ICT systems and internet: agreement for
students and parents/carers

Staying Safe Online

At Poles APart, your safety online is just as important as your safety in the centre. Please read
this agreement carefully and sign it to show you understand and will follow the rules.

Name of student:

A What You Should Do

o Use technology safely and respectfully.

¢ Keep your personal information private (don’t share passwords, addresses, or
phone numbers).

¢ Think before you post — remember your “digital footprint” stays online.

¢ Report anything that worries you (messages, images, videos, or people) straight
away to staff.

e Be kind online - treat others with respect.

e Stick to the rules when using Poles APart computers, Wi-Fi, or devices.



© What You Must Not Do

When using Poles APart ICT systems and the internet, | will not:

| will only use Al tools where Poles APart staff have permitted their use. | will not use Al to
create, alter or share harmful, sexual, abusive, discriminatory, deceptive or impersonating
content, and | will tell a trusted adult if an Al tool or chatbot shows me something worrying or
unsafe.

e Use them for non-educational purposes.

o Use them without a teacher’s permission or supervision.

e Access inappropriate websites or blocked sites.

e Use social networking sites (unless a teacher has allowed this as part of learning).

e Use chat rooms.

e Open attachments or follow links in emails without checking with a teacher.

e Use inappropriate or offensive language online.

e Share my password with others or log in with someone else’s details.

e Give my personal information (name, address, phone number) without teacher or
parent/carer permission.

¢ Arrange to meet anyone offline without my parent/carer and an adult present.

Mobile Phones

o Phones must be put away during lessons.

e You may use your phone at break times if you follow the rules.

o Misuse of a phone may lead to sanctions.

o Poles APart cannot be held responsible for loss, theft, or damage to personal devices.

If Something Worries You Online

o Tellateacher, the DSL (Safeguarding Lead), or another trusted adult straight away.
e You can also get help from:
o Childline - 0800 1111 | childline.org.uk
CEOP - report grooming/exploitation | ceop.police.uk
o Report Harmful Content — reportharmfulcontent.com

Agreement

| understand that:

e The provision will monitor the websites | visit.
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o | must always use Poles APart ICT systems and the internet responsibly.
o | will immediately tell staff if | find anything that upsets, distresses, or harms me or
others.

Student Name:

Signed (Student) Date:

Parent/Carer Agreement:
| agree that my child can use Poles APart ICT systems and internet when supervised by staff.
| agree to the rules above and will support my child in following them.

Signed (Parent/Carer): Date:

Acceptable use of the Poles APart ICT systems and the internet: agreement for staff,
Trustees, volunteers and visitors

Staying Safe and Modelling Good Practice

At Poles APart, all adults have a duty to model safe, responsible, and professional use of
technology. This agreement must be signed by staff, directors, volunteers, and visitors who
use the provision’s ICT systems or internet.

A What You Must Do

o Use ICT systems and devices for educational purposes or to fulfil your role only.

o Keep all devices secure, password-protected, and locked when unattended.

e Store data safely in line with Data Protection and GDPR requirements.

e Report immediately to the DSL if a student discloses that they have seen harmful
material, or if you encounter harmful material yourself.

o Ensure that students in your care follow the E-Safety Policy and Acceptable Use
Agreements.

e Complete required safeguarding and online safety training and keep your
knowledge up to date.
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© What You Must Not Do

When using Poles APart ICT systems, devices, or internet, | will not:

e Use public or unauthorised generative Al tools to process confidential, identifiable,
safeguarding, health, HR or other sensitive information, or rely on Al-generated
output without appropriate professional checking.

e Access or attempt to access inappropriate material (including violent, criminal,
extremist, or pornographic content).

o Use ICT systems in any way that could damage Poles APart’s reputation.

o Access social networking sites, chat rooms, or gaming sites on work devices unless
authorised for professional purposes.

e Use improper, offensive, or discriminatory language in emails or online communication.

¢ Install unauthorised software or apps on work devices.

e Share my password or log in under another person’s credentials.

Use of Work Devices

e Work devices must only be used by authorised staff/volunteers.

o All reasonable steps must be taken to secure devices when used outside of the
provision.

e Any data stored or transferred must be encrypted or stored securely in line with
Poles APart’s Data Protection Policy.

o Use of Poles APart work devices and systems may be subject to proportionate
filtering, monitoring, audit and security controls in accordance with safeguarding,
data protection and organisational requirements.

Agreement

| understand and agree that:

¢ My online activity on Poles APart ICT systems and devices may be monitored.

o | must always use ICT systems and the internet responsibly.

e Breaches of this agreement may result in disciplinary action, withdrawal of access, or
referral to external agencies where appropriate.

Name of staff member/Director/volunteer/visitor:

Signed: Date:




Online Safety Training Needs Audit

(To be completed at induction and updated annually)

Name of staff member/volunteer:

4. Do you know the name of the person who has lead responsibility for online safety in
the provision? O Yes 0 No

5. Do you know what you must do if a student approaches you with a concern or online
safety issue? 0 Yes [0 No

6. Are you familiar with the provision’s Acceptable Use Agreement for staff, volunteers,
directors, and visitors? [ Yes [0 No

7. Are you familiar with the Acceptable Use Agreement for students and parents? [
Yes O No

8. Do you regularly change your password for accessing Poles APart ICT systems? O
Yes O No

9. Are you familiar with Poles APart’s approach to tackling cyberbullying? O Yes [ No

10. Are there any areas of online safety in which you would like training/further training?

Date:
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