
 

 

 

 

   

 

Data Protection Policy 

Summary 

1. Introduction 

2. Definitions 

3. The Data Controller 

4. Roles and Responsibilities 

5. Data Protection Principles 

6. Collecting Personal Data 

7. Sharing Personal Data 

8. Subject Access Requests and Rights of Individuals  

9. CCTV 
10. Photographs and Videos 

11. Data Protection by Design and Default 

12. Data Security and Storage of Records 
13. Objections 

14. Disposal of Records 
15. Prohibited Activities 

16. Personal Data Breaches 

17. Sending Personal Data Securely 
18. Training 

19. Review 
20. Appendix 1- Guidance from ICO 

________________________________________________________________________________ 

1.Introduction 

Poles APart AP is committed to ensuring that all personal data collected about staff, students, parents, 

visitors, and other individuals is handled in accordance with UK data protection law. This includes 

both paper and electronic records. 

This policy aligns with: 

 UK General Data Protection Regulation (UK GDPR), as incorporated into UK law; 

 Data Protection Act 2018 (DPA 2018); 

 ICO guidance and codes of practice, including for surveillance cameras; 

 Poles APart’s funding agreement and articles of association. 

“Processing” includes collecting, storing, using, sharing, erasing, or destroying data. All staff, 

contractors, and partners must understand their obligations regarding personal and special category 

data. 



 

 

 

 

   

 

2.Definitions  

Personal Data: Any information relating to an identified or identifiable individual, including name, 

ID numbers, location data, online identifiers, or characteristics related to physical, mental, economic, 

cultural, or social identity. 

Special Categories: Sensitive personal data, including racial/ethnic origin, political or religious 

beliefs, trade union membership, genetic/biometric data, health, sexual life, or sexual orientation. 

Processing: Any action performed on personal data, including collecting, storing, retrieving, sharing, 

or destroying. 

Data Subject: The individual whose personal data is processed. 

Data Controller: The entity determining the purposes and means of data processing (Poles APart). 

Data Processor: An external party processing data on behalf of the controller. 

Personal Data Breach: Unauthorized or accidental destruction, loss, alteration, disclosure, or access 

to personal data. 

 

3.The Data Controller   

Poles APart AP processes personal data relating to parents, students, staff, directors, visitors and 

others, and therefore is a data controller. It is registered with the ICO and will renew this registration 

annually or as otherwise legally required. 

4. Roles and Responsibilities 

Directors: Overall responsibility for ensuring compliance with data protection laws. 

Data Protection Officer (DPO): Oversees policy implementation, monitors compliance, and reports 

to directors. First point of contact for data subjects and the ICO. 

 DPO: Sam Laskey – sam@polesapartap.co.uk  

HR: Manages day-to-day record-keeping and ensures compliance with this policy – 

hr@polesapartap.co.uk  

All Staff: 

 Collect, store, and process personal data securely; 

 Update Poles APart with changes to personal data; 

mailto:sam@polesapartap.co.uk
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 Contact the DPO with questions or concerns, including data breaches, consent, or sharing 

with third parties; 

 Ensure lawful processing and safeguard data. 

5.Data Protection Principles  

Personal data must be: 

 Processed lawfully, fairly, and transparently; 

 Collected for specific, legitimate purposes; 

 Adequate, relevant, and limited to necessity; 

 Accurate and up to date; 

 Retained only as long as necessary; 

 Processed securely. 

 

This policy sets out how Poles APart aims to comply with these principles. 

6.Collecting Personal Data 

Poles APart AP will only process personal data where we have one of the six lawful bases under UK 

data protection law: 

1. Contractual necessity: Processing is required to fulfil a contract with the individual, or 

where the individual has requested specific steps before entering a contract. 

2. Legal obligation: Processing is necessary for Poles APart to comply with a legal duty. 

3. Vital interests: Processing is necessary to protect the life of the individual or another person. 

4. Public task: Processing is necessary for Poles APart, in its role as a public authority, to 

perform a task in the public interest or exercise official functions. 

5. Legitimate interests: Processing is necessary for the legitimate interests of Poles APart or a 

third party, provided it does not override the individual’s rights and freedoms. 

6. Consent: The individual (or their parent/carer, when appropriate for a student) has freely 

given clear consent. 

For special categories of personal data, processing will only occur if one of the special category 

conditions under data protection law is met, which may include: 

 Explicit consent from the individual or parent/carer; 

 Processing to perform or exercise employment, social security, or social protection law 

obligations; 

 Protecting vital interests where the individual is incapable of giving consent; 

 Data that has already been made manifestly public; 



 

 

 

 

   

 

 Processing for legal claims, substantial public interest, health or social care purposes, public 

health, or archiving/scientific/historical/statistical purposes. 

For criminal offence data, both a lawful basis and a special condition must be met, which may 

include: 

 Consent from the individual or parent/carer; 

 Protecting vital interests where consent cannot be given; 

 Data that has already been made manifestly public; 

 Processing in connection with legal proceedings, legal advice, or the establishment, exercise, 

or defence of legal rights; 

 Processing for substantial public interest as defined in legislation. 

Whenever personal data is first collected directly from individuals, Poles APart will provide all 

information required by data protection law, ensuring transparency and fairness. We will not process 

data in ways that individuals would not reasonably expect, or in ways that could cause unjustified 

adverse effects. 

 

Limitation, Minimisation, and Accuracy 

 Personal data will only be collected for specified, explicit, and legitimate purposes. 

Individuals will be informed of these purposes at the point of collection. 

 If personal data is needed for new purposes, individuals will be informed beforehand and 

consent sought where necessary. 

 Staff must only process personal data that is necessary for their role. 

 When personal data is no longer required, it must be deleted or anonymised in accordance 

with Poles APart’s record retention schedule. 

 

7.Sharing Personal Data 

Data is shared only when necessary, e.g., for: 

 Safety of staff or students; 

 Liaison with other agencies; 

 Contractors providing services; 

 Legal obligations or emergencies. 

When sharing: 

 Use suppliers that comply with data protection law; 



 

 

 

 

   

 

 Establish data-sharing agreements; 

 Only share necessary data; 

 Ensure secure international transfers. 

Publicly available information may be shared without consent. 

8.Subject Access Requests and Other Rights of Individuals   

Subject Access Requests (SARs) 

Individuals have the right to make a subject access request to access personal information that Poles 

APart holds about them. This includes: 

 Confirmation that their personal data is being processed 

 Access to a copy of the data 

 The purposes of processing 

 Categories of personal data 

 Who the data has been or will be shared with 

 Retention period or criteria used to determine it 

 Existence of rights to rectify, erase, restrict, or object to processing 

 Right to complain to the ICO or another supervisory authority 

 Source of the data (if not obtained directly from the individual) 

 Details of any automated decision-making and its significance 

 Safeguards applied for international data transfers 

How to Submit a Request 

SARs must be submitted in writing (letter, email, or fax) to the DPO and should include: 

 Name of the individual 

 Correspondence address 

 Contact number and email address 

 Details of the information requested 

Staff who receive a SAR must immediately forward it to the DPO. 

 

Children and Subject Access Requests 

 Personal data about a child belongs to the child. Parents/carers may only make a SAR on 

behalf of a child if: 



 

 

 

 

   

 

 The child cannot understand their rights and the implications of a SAR, or 

 The child has given consent. 

 Children under 12 are generally considered not mature enough to fully understand their 

rights; requests from parents/carers may usually be granted without the child’s permission. 

 Children 12 and above are generally considered mature enough; parental requests usually 

require the child’s consent. Each case is judged individually. 

 

Responding to Subject Access Requests 

When responding to SARs, Poles APart AP: 

 May request two forms of ID for verification 

 May contact the individual by phone to confirm the request 

 Respond without delay and within one month of receipt 

 Provide information free of charge 

 Extend the response period to three months for complex or numerous requests, notifying the 

individual within one month and explaining the reason 

Refusal or partial disclosure may occur if: 

 Disclosure could seriously harm the physical or mental health of the student or another 

individual 

 It would reveal that a child is or has been abused and is not in the child’s best interests 

 It includes another person’s personal data that cannot be anonymised without consent 

 It concerns sensitive documents, e.g., legal proceedings, crime, immigration, confidential 

references, or exam scripts 

If a request is unfounded or excessive, Poles APart may refuse or charge a reasonable administrative 

fee. Individuals will be informed of the refusal and their right to complain to the ICO or seek 

enforcement through the courts. 

Other Data Protection Rights 

In addition to SARs, individuals have the right to: 

 Withdraw consent at any time 

 Request rectification, erasure, or restriction of processing (in certain circumstances) 

 Prevent the use of their personal data for direct marketing 

 Object to processing based on public interest, official authority, or legitimate interests 

 Challenge decisions made solely by automated processes 



 

 

 

 

   

 

 Be notified of a personal data breach (in certain circumstances) 

 Make a complaint to the ICO 

 Request transfer of personal data to a third party in a structured, machine-readable format (in 

certain circumstances) 

All such requests should be submitted to the DPO. Staff must forward any such requests immediately. 

Parental Access to Educational Records 

 Parents or those with parental responsibility have the right to free access to their child’s 

educational record within one month (or 20 working days). 

 If a copy of the record is requested, a reasonable fee may be charged to cover costs. 

 Access may be denied if disclosure could: 

 Cause serious harm to the physical or mental health of the student or another 

individual 

 Reveal exam marks before official release 

 

9.CCTV                                                                                                                                                            

 We use CCTV in various locations around Poles APart from outdoor areas to ensure it remains safe. 

We will adhere to the ICO’s code of practice for the use of CCTV. 

We do not need to ask individuals’ permission to use CCTV, but we make it clear where individuals 
are being recorded. Security cameras are clearly visible and accompanied by prominent signs 

explaining that CCTV is in use. 

Any enquiries about the CCTV system should be directed to the directors. 

10.Photographs and Videos 

As part of Poles APart activities, we may take photographs or record images of individuals within our 

provision. 

 Parental/Carer Consent: 

 Written consent will be obtained from parents/carers for photographs or videos of 

their child used for communication, marketing, or promotional purposes. 

 When parental consent is required, we will clearly explain how the photograph or 

video will be used, both to the parent/carer and the student. 

 Where parental consent is not required, the student will be informed of the intended 

use. 

 Uses of Photographs and Videos: 

 Within the provision, e.g., on notice boards, brochures, and newsletters 



 

 

 

 

   

 

 Outside the provision, e.g., newspapers, campaigns, or other external agencies 

 Online, e.g., Poles APart website or social media platforms 

 Consent Withdrawal: 

 Consent can be refused or withdrawn at any time. 

 If withdrawn, the photograph or video will be deleted and no longer distributed. 

 Data Protection Measures: 

 Photographs and videos will not be accompanied by any other personal information 

that could identify the child. 

 Parental/Carer Photography at Events: 

 Any photos or videos taken by parents/carers for personal use are not covered by data 

protection legislation. 

 For safeguarding reasons, parents/carers should not share images publicly on social 

media if other students are identifiable, unless all relevant parents/carers (or students 

where appropriate) have provided consent. 

 

11.Data Protection by Design and Default  

Poles APart integrates data protection into all data processing activities by implementing the 

following measures: 

Data Protection Officer (DPO): 

● Appointing a qualified DPO with the resources needed to fulfil their duties and 

maintain expert knowledge. 

Data Minimisation: 

● Processing only personal data necessary for each specific purpose, in line with data 

protection principles and relevant legislation. 

Privacy Impact Assessments: 

● Conducting assessments where processing presents a high risk to individuals’ rights 

and freedoms, or when introducing new technologies, with guidance from the DPO. 

Policy Integration: 

● Incorporating data protection into internal documents, including this policy, related 

policies, and privacy notices. 

Staff Training: 



 

 

 

 

   

 

● Providing regular training on data protection law, this policy, and related matters, 

with attendance records maintained. 

Audits and Reviews: 

● Regularly reviewing and auditing privacy measures to ensure compliance. 

Record Keeping: 

● Maintaining detailed records of processing activities, including: 

● For data subjects: name and contact details of Poles APart and the DPO, along with 

information on how personal data is used and processed (via privacy notices) 

● Internally: type of data, data subjects, purposes, third-party recipients, storage 

methods, retention periods, and security measures 

 

12.Data Security and Storage of Records  

Poles APart is committed to protecting personal data from unauthorised or unlawful access, alteration, 

disclosure, loss, destruction, or damage. 

Data Security Measures 

● Access Control: Shared drives are organised to limit access to sensitive data. For example, 

only HR holds personal details collected during recruitment. 

● Paper Records: All paper files are securely locked. Student data is stored in their designated 

folder on the shared drive; only current information may exist in paper form and must be 

shredded or securely transferred when a student leaves. 

● Portable Devices: Laptops, hard drives, and other portable media containing personal data 

are secured when not in use. 

● Confidentiality: Papers with sensitive information must not be left unattended on desks, 

notice boards, or shared areas. 

● Off-Site Data: Personal information taken off-site must be signed in and out. 

● Passwords and Encryption: Staff and students must regularly update passwords, keep them 

secure, and never share them. All portable devices and removable media must be encrypted. 

● Personal Devices: Personal information must not be stored on private devices by staff, 

students, or directors. 

● Third-Party Sharing: Due diligence is conducted to ensure that third parties storing personal 

data maintain adequate security and comply with data protection law. 

Restriction of Processing 

● Individuals may request that their personal data be restricted or suppressed. 



 

 

 

 

   

 

● This right is not absolute and applies only in certain circumstances. 

● Restricted data may be stored but not used. 

● Requests can be made verbally or in writing, and Poles APart will respond within one month 

(or 20 working days). 

Data Portability 

● Individuals may obtain and reuse their personal data for their own purposes. 

● This allows data to be moved, copied, or transferred safely between IT environments without 

affecting usability. 

● The right to data portability applies only to information provided by the individual. 

13.Objections 

● The Data Protection Act 2018 gives individuals the right to object to the processing of their 
personal data in certain circumstances.   

● Individuals have an absolute right to stop their data being used for direct marketing.   

● In other cases where the right to object applies, the school may be able to continue processing 
if it can be shown that there is a compelling reason for doing so.   

● The school must tell individuals about their right to object.   

● An individual can make an objection verbally or in writing.   

● We have one month [or 20 working days] to respond to an objection. 

14.Disposal of Records  

Personal data of students, staff and operations will be kept in line with H&S and GDPR guidelines. 

Please see the following table for key examples.  

For example, we will shred or incinerate paper-based records, and overwrite or delete electronic files. 

We may also use a third party to safely dispose of records on Poles APart’s behalf. If we do so, we 

will require the third party to provide sufficient guarantees that it complies with data protection law. 

 

Basic File 

Description 

Data 

Protection 

Issue 

Statutory Provisions Retention Period 

Action at End of 

Administrative 

Life of Record 

Child protection 

files 
Yes 

Education Act 2002, 

s175, related guidance 

"Safeguarding Children 
in Education", September 

2004 

Date of birth + 25 

years 
Secure disposal 

Staff personnel 

files 
Yes 

 Data Protection Act 

2018 (DPA 2018) 

Termination + 25 

years 
Secure disposal 

Records relating 
to accident/injury 

Yes 
RIDDOR - Reporting of 
Injuries, Diseases and 

Date of incident + 
12 years 

In case of serious 
accidents, a 



 

 

 

 

   

 

at work Dangerous Occurrences 

Regulations 2013 

further retention 

period will need 

to be applied. 
Secure disposal 

Incident reports Yes 
RIDDOR  

 

Current year + 20 

years 
Secure disposal 

Risk assessments  Yes 

Health and Safety 
Executive. Managing 

risks and risk assessment 

at work 
  

Current year + 3 
years 

Secure disposal 

Pre-employment 
vetting 

information 

(including DBS 
checks) 

Yes 

DBS guidelines 
Bright HR 

Safer Recruitment  

DfE Keeping children 
safe in education 

Employees. End 

of employment + 

6 years. 
Unsuccessful 

applicants Date of 

check + 6 months 

Secure disposal 

15.Prohibited Activities 

The following activities are strictly prohibited when processing personal and special category data:  

● Sharing passwords to access data   

● Sending personal data to a personal email address to work on at home  

● Sending data to unauthorised personnel. Always check that the recipients are authorised to 
view the information being sent  

● Sending personal data in an insecure format  

● Losing or misplacing personal and sensitive data  

● Leaving personal data unprotected  
● Accessing information about a student or member of staff where there is no legitimate reason 

for doing do   

● Accessing personal data about an individual for personal use   

● Disclosing personal data to a third person outside of the provision without a lawful basis 

16.Personal Data Breaches 

Poles APart will make all reasonable endeavours to ensure that there are no personal data breaches. In 

the unlikely event of a suspected data breach, we will follow the procedure set out in Appendix 1. 

When appropriate, we will report the data breach to the ICO within 72 hours.  

Such breaches in our context may include, but are not limited to; 

● a non-anonymised data set being published on the Poles AParts website which shows exam 

results of students eligible for the pupil premium; 

● safeguarding information being made available to an unauthorised person; 
● the theft of a Poles APart laptop or phone containing non-encrypted personal data about 

students; 



 

 

 

 

   

 

● the transfer of data or information to those who are not entitled to receive it, e.g. sending 
information to the wrong recipient or discussing sensitive information in earshot of other 

people; 

● attempts (either failed or successful) to gain unauthorised access to data or information, e.g. 
‘phishing’ whereby users are sent an email requesting their username or password; 

● unauthorised access to a system, e.g. allowing a third party to access information; 

● not protecting physical access to information, e.g. leaving confidential papers in full view on 

your desk while you are in a meeting. 

17.Sending Personal Data Securely  

We can send documents containing personal data securely using the following methods: 

1. Hard Copy 

 Wherever possible, documents should be hand-delivered to the data subject. 

 Verify the data subject’s ID and address before handing over documents. 

 Ensure documents are securely contained in a sealed envelope. 

 If the data subject cannot collect the documents in person, use special delivery and include 

the data subject’s name on the envelope so they must sign for it. 

 Note: Always confirm the correct address before posting. 

2. Encrypted Device 

 For especially sensitive data, consider saving documents to a password-protected, 

encrypted memory device instead of posting hard copies. 

 Send the password to the data subject after they have received the device to ensure only 

they have access. 

3. Email (Preferred Method) 

 Scan the file and move it to a secure location on the Poles APart network. 

 Send the file via secure data transfer. 

 Ask the data subject to confirm receipt as soon as possible. 

18.Training 

Staff and Director Training: All staff and directors receive data protection training during induction. 

Ongoing training is provided as part of continuing professional development when changes to 

legislation, guidance, or Poles APart processes require it. 

Obligations: It is a condition of employment or contract that staff and contractors comply with data 

protection law and Poles APart policies. 

Consequences of Breach: Any breach of this policy may result in disciplinary action. Serious breaches 

of the Data Protection Act could also result in legal liability for Poles APart and/or the individual. 



 

 

 

 

   

 

19. Review 

This policy will be reviewed annually, or sooner if legislation or guidance changes. 

Designated person: DSL/COO 

 

Review Date  Name  Actions  Next Review  

11/09/23 Tom Thorpe  

Review of policy completed, 

updates completed where deemed 

necessary.  

11/09/24 

12/06/24 Jasmin Chapple 

Review of policy completed, 

updates completed where deemed 

necessary.  

12/06/25 

20/09/25 Jasmin Chapple 
Review of policy, update on DPO 

contact information  
20/09/26 

 

 

 

 

 

 

 

 

 

 

 

 

 

20.Appendix 1 - Guidance from ICO 



 

 

 

 

   

 

This procedure follows guidance from the Information Commissioner’s Office (ICO) on personal data 

breaches. 

Reporting a Breach 

 If a staff member, data processor, or director discovers or causes a breach—or suspects one—they 

must immediately notify the Data Protection Officer (DPO), Sam Laskey sam@polesapartap.co.uk, 

providing as many details as possible. The DPO will investigate to determine whether a breach has 

occurred. Staff and directors are required to cooperate with the investigation; this is not a 

disciplinary process. 

A breach may involve personal data being: 

 Lost 

 Stolen 

 Destroyed 

 Altered 

 Disclosed or made available inappropriately 

 Accessed by unauthorised individuals 

Containment and Mitigation 

 The DPO will alert the directors and take all reasonable steps to contain and minimise the impact of 

the breach, with assistance from relevant staff or data processors. External advice may be sought if 

necessary. 

The DPO will assess the potential consequences of the breach, considering both the severity and 

likelihood of impact, to decide whether it must be reported to the ICO. The ICO’s self-assessment tool 

will be used to guide this decision. 

Assessing Impact 

 When assessing a breach, the DPO will consider if it is likely to negatively affect individuals’ rights 

and freedoms or cause: 

 Loss of control over personal data 

 Discrimination 

 Identity theft or fraud 

 Financial loss 

 Reversal of pseudonymisation 

 Damage to reputation 

 Loss of confidentiality 

 Other significant economic or social disadvantage 

If a risk to rights and freedoms is likely, the DPO must notify the ICO. The decision, including cases 

where no report is made, will be documented in case of future challenge. 

mailto:sam@polesapartap.co.uk


 

 

 

 

   

 

Reporting to the ICO 

 Where required, the DPO will report the breach via the ICO website within 72 hours, including: 

 Nature of the breach 

 Categories and approximate number of individuals affected 

 Categories and approximate number of personal data records affected 

 DPO contact details 

 Likely consequences 

 Measures taken or planned to mitigate the impact 

If all details are not yet available, the DPO will provide as much information as possible and explain 

the delay, submitting the remaining details as soon as possible. 

Notifying Individuals 

 Where the breach poses a high risk to individuals, the DPO will promptly inform them in writing, 

providing: 

 DPO contact details 

 Likely consequences of the breach 

 Measures taken or planned to mitigate impact 

Third-Party Notification 

 Relevant third parties (e.g., police, insurers, banks) will be notified if they can help mitigate harm. 

Record-Keeping 

 All breaches, whether reported to the ICO or not, will be documented in the Data Breach Register, 

including: 

 Facts and cause 

 Effects 

 Actions taken to contain the breach and prevent recurrence (e.g., improved processes, 

additional training) 

Review and Lessons Learned 

 The DPO and directors will review each breach as soon as reasonably possible to identify 

improvements and prevent recurrence. 

Specific Procedures for Sensitive Data via Email 

 If special category data (e.g., safeguarding records) is sent to unauthorised recipients: 

1. The sender should attempt to recall the email immediately. 

2. Staff who receive the email in error must alert the sender and DPO. 



 

 

 

 

   

 

3. If recall fails or the sender is unavailable, the DPO will attempt recall and contact the 

unauthorised recipients to request deletion and confirmation that they will not share, save, or 

replicate the data. 

4. The DPO will follow up with a written response from recipients and may conduct checks to 

ensure compliance. 
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